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For thousands of years, human civilization
has organized around geographic terrain.
It is where countries were formed, wars

fought, and goods traded. The rise of the -«
networked society has resulted in the =
emergence of a new cyber-social terrain,
which is now the key domain.
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Graphika structural relationships among actors and
networks based on In these relationships,
of interest and affiliation.
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Understand
Their Audience

Influencers &

Get Ahead
of Crisis

Measure the
Impact of
Campaigns
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| ocal Structure

Family / Friends / Coworkers / Localities / Networks of Practice / Lifestyle /
Strong Ties
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Pop Cultureisa & § |
gateway Into SQC|ety

keeping up with the

KARDASHIANS




Storytelling is'essential

{0 the numan experience




Stories can strengt
and bulld commun

% @ L a 2 o
) At "
Share Stories Bring Families Share Hope Connect
& Uplifting Content Together & Courage Others Worldwide
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But stories can also pe
distorted or tabricated

The rise of...

=) <)
Jur

Trolls Story Polluters
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We Informethe

Worla's DISCOUrsSe on
Network Deception..

S~
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Recent Highlights From Graphika

Graphiks Graphiks s e : Graphiks

GRU and the Minions Operation ‘ ® ) Misinformation

Naval Gazing - S o in the Fog of Tear Gas
Detectina Diaital
r__‘\.ICVLJ. \g Digital o
r—mgerpmms

07.2020
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The ABC's of Digital Deception: Three Key Layers

Command and Control:
IRA, GRU, Iran, China, Dark
Arts PR, Disinformation for
Hire Shops

Distribution System:
Disinformation Armies, Bot
Networks, Trolls, Embedded
Assets, Alt News Sites,
Overt State Outlets

How?

Deceptive
Content

Ammunition:

True Information, Fake
News, Memes, Hacked
Documents, Cheap Fakes,
Deep Fakes, Read Fakes

What?
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The ABC's of Digital Deception: Three Key Layers

Distribution System:
Disinformation Armies, Bot
Networks, Trolls, Embedded
Assets, Alt News Sites,
Overt State Outlets

How?
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Anatomy of a Disinformation Army

Embedded assets, integration into ‘
organic communities, hybrid human +

automated control, integration into ‘ ‘ ‘
offline spectrum of public sphere

manipulation ‘.‘.‘.‘

Turing-testable automation,
crafted profiles, integration
into statecraft

“Eggs,” baby bots,
simple automation,
black market accounts
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manipulation ‘.‘.‘.‘
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into statecraft
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State-Sponsored Disinformation and Inauthentic Behavior

“Fake News," Divisive “Fake Leaks," hacked materials packaged and pushed to Topical propaganda, slanted
Narratives, memes, hoaxes, specific audiences news, and memes targeting
pop culture A specific geopolitical issues

IRA Asset Mentions Network Podesta Email Leaks Soros Leaks Iranian Amplification

\ )
|

Russia: Russia: Iran:
Internet Research Agency GRU (Military Intelligence) Iranian Revolutionary Guard
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A Global Problem with Business

Divisive narratives, memes,
punitive calls to action, pop
culture

Boycott Nike Issue

Domestic and Foreign
Political Manipulators

Divisive narratives, memes,
punitive calls to action, pop
culture

NBA | China

Multiple Domestic and
Foreign Political
Manipulators

Implications

Conspiracy theories, fake
science, punitive calls to
action

Boeing 737 Safety Concerns

Probable Multiple State
Actors and Other
Manipulators

Conspiracy theories, fake
science, health misinformation

5G Mentions

Russia: "White List"
Outlets and Amplifiers
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t's Not Just Russia: A Global Network of Disinformation Actors

IRA: Targeting
Cultural &
Political Divisions

3 D | Secondary
- Y ¥ Infektion: Fake
' ‘ Y Leaks &
\ : » i Forgeries

QAnon & COVID-19:—— | g .. T b\ China: Divisive
Conspiracy Theories ' \ , “Political
and Misinformation Messages
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Internet Research Agency Building
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Russian Accounts Posed As Americans to
Target Polarizing I1ssues Ahead of the 2020 Elections

Israel Will Not Even Allow EXeaes

Graphiks 4 These TwoIn Their Country PR
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Officers complete delivery for a Pizza Hut [t
driver involved in an motor vehicle acciden
Community policing at its finest!
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Targeting American Journalists to Engage in US Politics

ARMED CONFLICTS

Mainstream International Media
Turns a Blind Eye on Suffering
Yemen

PEACEDATA

WUMAN ROHTS

Will Trump Pardon
Edward Snowden?

sourtics

Behind the Scenes of
Andy Ngo's Attacks on
the New Portland DA

3 v
e

ENVIRONMENT © f

Overfunding of :'%
Military Is Driving
Climate Change and
White Supremacist
Calture of War Crimes

v T

S

MUMAN SIGHTE »

The Prison System

s Arownd The World

Needs a Reformy; It Has
No Place in Democratic
Nations in Current
State

PeaceData.Net

PEACEDATA

M Mome  Politcs  atemationsl Relations  Meman Rights  Armed Conficts

,pE_A,C,EDA. A_ Human Rights

Social Democrats USA-Socialist Turkey Is Killing dian of We Need toT§
Party, USA Democracy ~ Social M per a Cultural gainst LGET

War
wty

Rigging the Election: Trump Undermines USPS in an
Effort 10 Block Mail-in Voting - Peacedata

Unprivileged
: Their Rights

Left Will Give in 10 Right-Wing Populism - Peacedata iy

SN

p
<=

Trump vs Biden: Lose/Lose For No Deal!
Palestine :

Trump's America: An Unreliable Partner for All Global
Organizations - Peacedata

% BUSINESS. voom =

How an American who lost his job due to Covid-19 got roped into an
apparent Russian plot to meddle in American life
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Extensive and Coordinated Operation to Create Tensions
Between European Countries and the US

HinIn HinIn

6 Year 2,600 Pleces Primarily
Campaign of Content Burners

- - -

% ‘EEW EE i mmmmn m

T | W (RS

Began in January 2014, Posted at least Most accounts were
extended into early 2020 2,500 pieces of content in single-use burners that they
seven languages across abandoned after

over 300 platforms one post rather than
Inauthentic but well-

developed personas®
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Information Operations
Focused on Nine Main Topics

Ukraine as a failed
or unreliable state

Russia's doping
scandals in sporting
competitions

U.S. and NATO aggression
or interference in other
countries

Turkey as an aggressive,
destabilizing force
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European divisions
and weakness

Y
XX

Defending Russia
and its government

.

(f‘;’? )

Va7

Migration
and Islam

Elections

I b
k‘?_‘ N
'\A

Insulting Kremlin critics
including Alexei Navalny
and the Bellingcat
investigative group
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"Leaks" & Forgeries Exposed Dramatic
Geopolitical Scandals

@ Marco Rubio @

British GCHQ that spied on

= @realDonaldTrump in 2016 is back in the

February 9,201 2 game. Now they intend to use #DeepFakes to
2520l support Democrats during midterm elections.

No one - especially our closest ally — has the

right to threaten our democracy & national

security.

Lnited States Senate
il Lnited States Senate

The Honorable Mitch McConnell

2P0 0050

‘ Anna Soubry MP @ m

BREAKING! George Soros has just wangled it
that PM May will not block a #PeoplesVote if
she fails to reach a #Brexit deal with the EU
on time. The Irish border problem is yet to be
solved as the deadline is shifted to
November.

0:090:9049%

U.S. selling arms to Ukraine which sells Sen. Corker warning Ukraine over \
them to Assad “ethnic cleansing” Graphiks




First known S| post
attacks Russian
opposition

First known SI post
supporting Ukraine
rebels

First known SI post
attacks Bellingcat

Secondary Infektion Events

First known Si post
on Dutch Ukraine
referendum

nuary 2 017
Sl plants fake "MI6 leak"
re Steele dossier on
Buzzfeed forum

First known SI post attacks
Emmanuel Macron

Sl attacks on UK intensify

April 20, 20
First known SI post attacks
Armenian protests

Sl accuses US of planning
false flag in Venezuela

Sl persona "Blue Man"
trolls DFRLab then falls

Coronavirus
declared global
health emergency

First known SI post
in English targets
Ukraine

silent

First known SI post targets
Swedish election

First known SI forgery
on migrant crisis

Sl attacks on Swedish elec- October 21,2019
tion intensify Sl leaks US-UK trade
documents

First known SI post
attacks WADA

July 3, 2014
First known SI post
in German targets
Ukraine

First known Si post First known SI post attacks
targets Winter Olympics Dmitriy Medve

Sl denies Russia
hacked DNC

First known SI post attacks
Cilnton's campaign

Sl attacks on Russian
opposition resume

First known SI forgery First known SI post
alleges EU secretly attacks Turkey
arminng Ukraine

2018

2015

Turkey shoots down ecember 1:
Russian warplane ‘ s UK election
September 9, 2018

US accuses Russia
of arming Ukraine 3
rebels Swedish election yecember 2. 2019

Graphika traces trade
leaks to SI

10C begins banning
Russian winter
Olympians for doping April 22, 201
Protests in Armenia june 22. 2019

First analysis of SI by
DFRLab

9,2015 lecti
WADA accuses Russia of ysgrection

state-sponsored doping

Fighting begins in
Donbass

Wikileaks publishes
DNC mails hacked
by Russia

European migrant
March 13, 2014 crisis begins

US, EU sanction
Russia

French election

Russian election

Facebook takes down first
1 Sl assets

Jan 10, 2017
Buzzfeed publishes March 4, 201
"Steele dossier" Russian agents

poison Sergei Skri-
orld Events

Bellingcat exposes
Russian fake

yruary 27, 2014 images on MH17
Russia occupies
Crimea

Dutch referendum
on EU-Ukraine deal

Protests in Venezuela

Sl attacks
Ukraine and US
over coronavirus

palin Salisbury

Hillary Clinton declares
presidential candidacy




Secondary Infektion's
Only Home Run”

Former British Labour Party Leader, Jeremy Corbyn
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China

DIvisive Politicaly
\essages
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Overt and Covert Assets Promoting
Regional & Geopolitical Issues

Solid Sarah Z Duterte 2022
Laude's death personifies the death of Philippine sovereignty.

pendent foreign policy, Americans continue
to have the status of conquering colonials in our country.

Graphiks
Operation EN e e
Naval Gazing —|s ‘

© Manila Bulletin News ©

slam Pemberton's early release

s CurreT
ovin riwesaTon

Solid Sarah Z Duterte 2022

When Filipinos were being driven out of Little Manila in SF, the Black
Panthers came out to support us.

Ano masasabi nyo mga?
-

EETEITIET® A picce of
advice: Transparency is an
effective wol to prevent
corruption. [ hope his
finally sl
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And Targeting American Brands Througn Political Messaging

NBA China Issue Boycott Blizzard Map
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COVID=19 Infodemic
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INT Gov | Health | Tech

GER Media | Journos | Gov

Ly A
Rl R — AUL Pols | Journos | Activists

. US Left Wing : — -9 18 B LR ..k‘ Ry i g :

US Gov Agencies | Orgs | News

@ Pro Palestine

GER Media | Journos | Gov
CAN Pols | Orgs | Media

CAN Pols | Orgs | Media

This map represents the conversation around the #FlattenTheCurve hashtag on Twitter. It compr/ség "72, 699 nodes organized into 7 groups and 51 clusters. It spans Feb 29 - Mar 30,

2019 Graphiks




COVID-19 Conversation Over Time

\VElgelg April

September
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QANnon Presence In COVID-19 Conversation Over Time

February

@ US MAGA|
QAnon

Us Trump @
Support |
QAnon

US Trump
Support | QAnon

Graphiks | ss




#oG COVID-19 Map

US Right-Wing/
Conservative Media

UK Conservative

INT/UK Conspiracy

Nigeria

South Africa

This map represents the 5G / COVID-19 conversation on Twitter. It comprises 10.1K nodes organized into 7 groups 'ahd 5é blusters. It spans Mar 08 - Apr 07, 2019 Gra p I—n k 5
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MOVES
clection

Authentic storytelling In Atifaa SOeety
Jjournalism and through the mediaus
being disrupted by fake people,
communities and aefvity

Graphiks | 4




THER, WE’RE STRONG.

We Need:
An Ethical Consensus+ — A—ﬂ'!' 14

HE N

A social, political, and IndUstry EormMitrmenizion
authent:c:ty N online behavior, and m@&%\ement

G T | ‘:*
And media to adopt "zero trust' policy to R = L] illllaS

evaluate content and ensure 1t Is trustwortny | j‘

Grapl‘nkd 42 -\
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